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Abstract

Background: Oman’s digital health information system now supports over 85% of its healthcare institutions. However,
there are challenges in digital health governance, infrastructure, workforce development, and interoperability.

Aim: To assess the progress and challenges in Oman’s digital health system in the past 4 decades and explore opportunities
for a sustainable system.

Methods: We interviewed 80 digital health service providers and policymakers in Oman. We reviewed and analysed
secondary data from the Oman Digital Health Maturity Assessment survey and from relevant documents, including
national health policies, strategic plans, regulatory frameworks, and guidelines.

Results: Over 40% of health care institutions did not have formal digital health governance structures, more than half
did not fully implement cybersecurity protocols and approximately half lacked patient data encryption. There were
differences in digital health readiness between the public and private health institutions. Key challenges include weak
digital health governance, inadequate information technology infrastructure to support digitalisation and lack of a unified
data exchange system across health institutions.

Conclusion: Strengthening interoperability, expanding public-private partnerships and establishing clear oversight
frameworks will help Oman achieve a sustainable, patient-centred digital health system.
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in digitizing health records, but it faces challenges in
integrating private health services.

Introduction

Global health care is evolving as nations intensify efforts
to establish efficient, accessible and data-driven solutions
(1-3). Central to this transformation is health information
system, which enables countries to digitize their health
records, streamline care coordination, optimize resource

In response to these challenges, Oman developed
a National Digital Health Strategy (2024-2030) (14),
which aligns with Oman’s Vision 2040 and the WHO'’s
Global Digital Health Strategy (2020-2025) (15). The
WHO strategy identifies 6 pillars necessary for the

allocation, and derive insights that improve patient
outcomes (4).

In the last 4 decades, Oman has progressed from
paper-based health record-keeping to digital records (5).
Al Shifa, Oman’s main health platform, has catalysed
progress in unifying patient records and workflows,
however, challenges with interoperability, infrastructure
and governance remain, as is the case in other Gulf
Cooperation Council (GCC) countries (6-10). For example,
although the Saudi Health Analytics (SeHA) platform
(11) and United Arab Emirates’ Malaffi initiative (12)
have helped in advancing health information exchange,
they continue to face hurdles in standardization and
policy coordination. Likewise, Bahrains National
Health Information Programme (I-Seha) (13) has helped

successful digitalization of health systems: leadership
and governance; strategy and investment; infrastructure;
standards and interoperability; legislation and policy;
and workforce development. It provides guidance
to countries for building sustainable, interoperable
digital health systems (15). Oman’s strategy highlights
the need for integration, governance, information
technology infrastructure, and workforce development
in establishing a fully digitized healthcare system that
will support telehealth, artificial intelligence and data
analytics.

Countries like Kenya and India have highlighted the
need for interoperability and sustainable innovation
through mobile health and national health record
systems (16,17). Insights from these initiatives may
provide valuable lessons for other Middle Eastern and
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developing countries in achieving sustainable healthcare
transformation. This study evaluated progress in Oman’s
digital health initiatives over the past 4 decades, as well
as challenges and opportunities in building a sustainable
digital health system.

Methodology

A convergent mixed-methods design integrated quali-
tative and quantitative data to holistically assess digital
health challenges, guided by the WHO digital health
strategy. The strategy offers a roadmap for cohesive,
comparable and context-sensitive digital health plan-
ning.

Focus groups and interviews were conducted in June
and August 2024, exploring the governance, infrastruc-
ture, policy, and interoperability challenges. Using purpo-
sive sampling we recruited 80 participants who had been
involved in digital health initiatives, including 30 health
care professionals (15 physicians, 10 nurses, 5 allied health
personnel), 20 health information management experts,
15 information technology specialists, and 15 policymak-
ers. The participants were identified through profession-
al networks, health care institutions and government
agencies. Ethics approval and informed consent were
obtained.

The focus group discussions lasted 60-90 minutes
and captured diverse views, which were used to design
the semi-structured interview questions. The questions
were guided by the WHO digital health strategy and
the study objectives. They explored the presence and
effectiveness of digital health governance structures,
leadership roles and policy enforcement; barriers to
funding and resource allocation for digital health
initiatives; challenges related to information technology
infrastructure, system interoperability and adoption
of digital tools; the regulatory framework for digital
health in Oman; and workforce development, including
the availability of digital literacy training, workforce
readiness to adopt new technologies, and institutional
efforts to upskill health care professionals.

The individual interviews lasted 30-60 minutes each
and were recorded manually or digitally. Two researchers
conducted a thematic analysis of the interviews and focus
group discussions. A combination of deductive coding,
based on the WHO digital health strategy, and inductive
coding, to capture emerging themes, was applied to
ensure a comprehensive thematic analysis.

Between August and October 2024, we analysed
secondary quantitative data from the Oman Digital Health
Maturity Assessment (DMA), which received responses
from 250 health care institutions. The survey had 85%
response rate from primary to tertiary institutions
and evaluated information technology infrastructure,
telehealth adoption, digital investment trends, and data
security. To complement the survey data, we conducted
a document analysis between October and November
2024 to review relevant national policies, strategic
plans, regulatory frameworks, and health information

technology guidelines. A triangulation approach was
used to enhance validity by cross-referencing qualitative
insights, survey data and national policy documents.
Member checking was conducted to ensure accuracy.

Results

The results of the study are presented as follows:

Leadership and governance

Over 40% of the health care institutions did not
implement a formal digital health governance structure,
such as digital health committees, defined leadership
structures, stakeholder engagement, and monitoring
and assessment (Table 1). They did not have information
security and acceptable use policies. Slightly more than
half of the institutions that had these policies reviewed
them only once or less than once every 3 years. More
than 50% of the institutions did not fully implement
cybersecurity protocols, and approximately 50% lacked
patient data encryption, which exposes them to the risk
of data breaches.

Participants said the weak digital health governance
caused delays in health initiatives and underutilisation of
resources. One respondent stated:

“We don't have a dedicated digital health governance
committee, and as a result, decision-making is slow and
uncoordinated.”

The participants said incomplete implementation of
cybersecurity protocols left the institutions vulnerable to
outdated procedures and security risks as digital systems
became more integrated. One respondent said:

“Our cybersecurity policies exist on paper, but there’s no
real enforcement or monitoring, which makes us vulnerable
to cyberattacks.”

Strategy and investment

Quantitative data revealed differences in digital health
readiness between public and private institutions. For
example, while 79% of private institutions had partially
implemented telehealth services, only 15% of public
institutions had done so or were prepared to do so.
Only 11% of public institutions had formal information
technology strategies, with misaligned investments and
delays in upgrading their critical systems.

Participants reported that underfunded public health
institutions lagged behind their private counterparts
in areas such as telehealth, artificial intelligence and
advanced data management systems. A participant said:

“Private hospitals have been quick to adopt artificial
intelligence and telehealth, while we in the public sector
are still struggling with basic information technology
infrastructure.”

Services and applications

The Al Shifa system, which supports most public health
institutions, effectively manages clinical workflows.
However, more than 50% of the institutions had not
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Table 1 Digital health governance in Oman’s health care institutions

Governance factor % of institutions affected

Lack of formal governance 40%
structure

Infrequent policy review 50%
(=3 years)

Institutions with <50%
established cybersecurity

protocols

Lack of patient data ~50%
encryption

Lack of clear regulatory Implied - needs data
frameworks

Lack of enforcement of Implied - needs data

Key challenges identified Data source

Weak policy enforcement, outdated
security protocols, delays in digital
health initiatives, underutilization

DMA survey/interviews/ focus
group discussion

of resources

Increased risk of cyber insecurity, DMA survey
outdated procedures

Vulnerability to cyberattacks dueto ~ DMA survey
lack of full implementation

Vulnerability to data breaches, DMA survey

privacy violations, undermining
trust in digital health solutions
Hinders innovation, potential legal
issues.

DMA survey/interviews/ focus
group discussion

Ineffective policies, continued DMA survey/interviews/ focus

existing policies vulnerabilities group discussion
Table 2 Digitalization of key health care services
Service/application % of institutions affected/ Key challenges Data source

ready

Al Shifa system effectiveness Qualitative assessment

Radiology data digitization >50% not fully digitized

Telehealth readiness Public 15%, private 79%

Effective for clinical workflows DMA Survey/interviews/ focus

but lacks system interoperability Groups
Hinders efficient coordination of DMA survey
patient management and care

Disparity between public and DMA survey

private institutions, limits access
to care, particularly in rural areas

fully digitized their radiology data, hindering efficient
coordination of patient management and care. Only
15% of public institutions were prepared for telehealth,
compared to 79% in the private sector (Table 2).

Qualitative feedback revealed persistent challenges
with system interoperability. A respondent said:

“The Al Shifa system works well for internal processes,
but exchanging data with private providers is a major
challenge.”

Underdevelopment of telehealth services, particularly
in rural areas, limits access to care and forces patients to
travel long distances for basic services. A participant said:

“Patients in rural areas could benefit greatly from
telehealth, but we lack the resources to scale these services.”

Technology and infrastructure

Health care systems that are based on picture archiving
and communication systems (PACS) and internet of
things (IoT) require high bandwidth. Participants said
inadequate information technology infrastructure was
a major obstacle to adopting advanced technologies.
Over 60% of health care facilities reported that their
data transfer rates were below 500 Mbps, and over 60%
reported insufficient Wi-Fi connection, thus limiting the
use of digital solutions like telehealth and mobile health
applications. One participant said:

“Our internet speed is so slow that even basic video
consultations are impossible.”

Standards and interoperability

Only a small proportion of the institutions used
internationally recognized standards (e.g. ICD-10
and DICOM) for health data exchange, resulting in
fragmented medical records and inefficiencies in
patient care. Although Oman’s health system aligns with
recommendations of the WHO digital health toolkit, the
lack of standardization hinders interoperability between
the public and private sectors, contributing to fragmented
medical records, complicating care coordination, and
increasing the risk of duplicated diagnostic tests. Study
participants expressed concerns about this lack of
standardized data exchange practices across healthcare
institutions. One participant said:

“Without a unified patient identity, coordinating care
across hospitals is a nightmare.”
Another participant said:

“Lack of standardization slows down integration
between our health systems.”

Legislation and policies

About 50% of health care institutions did not encrypt
their patient data, leaving sensitive health information
vulnerable to security breaches (Table 3). Qualitative
data indicated a significant gap in the enforcement
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Table 3 Legislation and data security gaps
Security measure

% of institutions

Identified risks

implementing

Patient data encryption 50%

Lack of clear regulatory frameworks for artificial
intelligence and telehealth

Lack of comprehensive cybersecurity policies

Implied, needs data

Implied, needs data

High risk of data breaches
Legal ambiguity slowing adoption

Institutional vulnerabilities

of national health information governance policies.
Many institutions lacked clear regulatory frameworks
and comprehensive information security policies, and
existing policies were often inadequately enforced. One
participant said:

“We need stronger regulations to protect patient data;
right now, data security is inconsistent.”

Worlcforce

Approximately 80% of health care institutions did not
provide formal training on digital systems for new
employees, and refresher courses for existing staff were
not common (Table 4). Less than 20% of health care
institutions assessed employee satisfaction, a key factor
in workforce engagement and retention.

Participants said the lack of training for new and
existing staff contributed to low digital system use and
that the infrequent assessment of employee satisfaction
was a concern, potentially causing disengagement and
reduced effectiveness of digital health initiatives. A
participant said:

“We receive new systems but no training, therefore, staff
struggle to use them effectively.”

Discussion

This study identified key challenges to the development
of a sustainable digital health system in Oman, particu-
larly regarding digital health governance, infrastructure,
healthcare workforce development, and interoperability,
as outlined in the WHO digital health strategy. We dis-
cuss these challenges and their implications.

Governance and leadership

With 40% of institutions lacking formal digital health
governance structures and 50% failing to encrypt
patient data, security risks and inefficiencies persist.
This numerical evidence was reiterated by qualitative
accounts. Several participants said the weak leadership
and governanceofdigitalhealthsystemshamperdecision-

making. They emphasised the need for stronger policy
enforcement. The inadequate digital health governance
in many institutions has caused inefficiencies, delayed
implementation of new technologies and inconsistent
resource allocation, with resulting cybersecurity
vulnerabilities (18). Ineffective digital health governance
structures put patient data at risk, and inadequate
oversight causes lack of coordination among institutions
(19). The governance gaps are not merely a policy issue
but also a structural and leadership challenge.

Strategy and investment disparities

Only 15% of the public health institutions had imple-
mented telehealth services, compared to 79% in the pri-
vate sector, reiterating the fact that limited funding of
public health institutions hinders equitable health care
access, especially for disadvantaged populations (20).
Such disparities limit the ability of public institutions to
adopt emerging technologies like artificial intelligence
and data analytics. Only 11% of public institutions had
a formal information technology strategy, resulting in
low-level investments and delays in adopting new tech-
nologies. Health care professionals said the limited pub-
lic sector funding prevents digital health innovations.
Bridging the investment gap between the public and
private health sectors will require stronger government
support and targeted funding for digital health.

Technology and infrastructure challenges

Many of the health care facilities had inadequate
information technology infrastructure, with over 60%
reporting speeds below 500 Mbps and poor Wi-Fi
connections, which hindered the adoption of advanced
digital health technologies such as telehealth, PACS
and IoT-based health care services. These quantitative
findings align with other qualitative insights, in which
participants described how poor connectivity severely
limited the deployment of advanced digital solutions,
particularly in remote areas. Poor internet connections
hamper telehealth, especially in remote areas (21). The
findings suggest that upgrading information technology

Table 4 Workforce training and digital literacy
Area % of institutions affected

Formal training on digital
systems (new hires)

~80% lack training

Key challenges DETERL (S
Ineffective use of health information systems, DMA survey
increased errors, limited benefits of digital health

technologies

Potential workforce disengagement DMA survey

Employee satisfaction
measurement

<20% reported assessment
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infrastructure is a crucial prerequisite for sustainable
digital health transformation in Oman.

Standards and interoperability

The lack of standardization across health institutions
in Oman impedes care coordination. The limited use of
international standards—such as ICD-10 and DICOM—
results in a fragmented healthcare delivery system,
making it challenging to coordinate care efficiently.
Lack of data standardization causes inefficient patient
management and impedes data sharing between public
and private institutions (22). There is an urgent need for
national-level standardization and a unifying framework
to harmonize digital health standards and improve health
data exchange in Oman.

Legislation and policy gaps

Nearly half of the health care institutions did not encrypt
patient data, and regulatory frameworks for emerging
technologies such as artificial intelligence and telehealth
were underdeveloped. Insufficient data protection
measures pose significant risks, including potential data

breaches and privacy violations (23). These gaps hinder
innovation and may undermine trust in digital health.

Worlkforce development deficiencies

Nearly 80% of health care institutions did not provide
formal training for new staff, and continuous training for
existing staff was insufficient. Inadequate digital literacy
and workforce training limit the effective use of health
information systems, increasing errors and limiting the
benefits of digital health technologies (24,25). Investing
in workforce training and digital literacy is critical for
sustaining digital health advancements in Oman.

Addressing disparities in digital health services

Only 15% of public health care institutions had
implemented telehealth services, in contrast to 79% in
the private sector. Respondents emphasized the urgent
need for national strategies to bridge the telehealth gap,
particularly for rural and underserved communities.
Differences in telehealth readiness between public and
private health care institutions limit equitable access to
services, especially in remote and non-urban areas.

Recommendations and lessons learned

This study sheds light on critical challenges in Oman’s
digital health system and offers lessons applicable to
countries at various stages of digital transformation. To
operate a sustainable digital health system, Oman should
establish relevant centralized governance and expand
public-private partnerships to enforce policies and close
funding gaps. The country should invest in upgrading
IT infrastructure, particularly focusing on expanding
Wi-Fi coverage and increasing data bandwidth in health
care facilities, especially in underserved regions. Oman
should develop a national health information exchange

policy to standardize data practices and improve care
coordination. It should mandate data encryption and
develop artificial intelligence and telehealth regulations
aligned with GDPR to enhance security and privacy, and
mandate digital literacy training, create certification
programmes and appoint "digital health champions"
to drive innovation and promote a culture of digital
adoption.

Governance, investment and workforce development
are key to the sustainability of Oman’s digital health.
Future research should explore frameworks for enhanced
national oversight, investigate innovative solutions
to expand information technology infrastructure for
telehealth, assess the impact of international standards
(e.g. HL7, ICD and DICOM), and evaluate the long-term
effects of these policies on accessibility, efficiency and
patient outcomes.

Study limitations

Although this study provides a comprehensive analysis
of Oman’s digital health system, we acknowledge that
it has several limitations. First, the findings relied
on self-reported data and may reflect institutional
variations in the interpretation of digital health. Second,
the study focused primarily on institutional readiness
and policy frameworks, without extensive input from
patient perspectives. Future research should include
patient perspectives and explore readiness, perception,
acceptability, and usability. Third, although the study
aligns with the WHO digital health strategy, variations
in how different institutions interpret and implement
the strategies may have influenced the results. Future
studies should consider comparative analyses with
other regional healthcare systems to provide broader
contextual insights.

Conclusion

Oman’s digital health journey, illustrated by its progress
with the Al Shifa system and guided by the National
Digital Health Strategy (2024-2030), highlights the
essential role of strong governance, robust information
technology  infrastructure and  well-capacitated
workforce in the advancement of digital health. Key
findings from the study highlight the need to strengthen
interoperability, expand public-private partnerships
and establish clear oversight frameworks to sustain and
scale digital health initiatives. Oman’s experience offers
lessons for other countries in the Eastern Mediterranean
Region and developing nations. By aligning with
standards and cultivating partnerships, Oman can
model impactful digital health strategies that will be
applicable globally. By addressing existing challenges
and improving on current initiatives, Oman can achieve
better care coordination, improved patient outcomes and
amore resilient healthcare system.
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Progres, défis et opportunités dans la mise en place d'un systéme de santé
numérique pérenne a Oman

Résume

Contexte: Le systéme d’information sanitaire numérique d'Oman prend désormais en charge plus de 85% des
établissements de santé du pays. Cependant, il existe des défis eu égard a la gouvernance, aux infrastructures, au
développement du personnel et a I'interopérabilité de la santé numérique.

Objectif : Evaluer les progrés et les défis du systéme de santé numérique dOman au cours des quatre derniéres
décennies et explorer les opportunités en vue de mettre en place un systéme pérenne.

Méthodes: Nous avons interrogé 80 prestataires de services de santé numérique et décideurs politiques dans ce
domaine a Oman. Nous avons examiné et analysé des données secondaires issues de l'enquéte sur I'évaluation de la
maturité de la santé numeérique & Oman et de documents pertinents, notamment des politiques de santé, des plans
stratégiques, des lignes directrices et des cadres réglementaires nationaux.

Résultats: Plus de 40 % des établissements de soins de santé ne disposaient pas de structures officielles de
gouvernance de la santé numérique, plus de la moitié ne mettaient pas en oeuvre pleinement les protocoles de
cybersécurité et prés de la moitié dentre eux nappliquaient pas de chiffrement aux données des patients. Il existait
des différences eu égard a la préparation en matiére de santé numérique entre les établissements de santé publics
et privés. Les principaux défis comprennent la faiblesse de la gouvernance de la santé numérique, I'inadéquation de
l'infrastructure informatique pour soutenir la numérisation et 'absence de systéme unifié déchange de données entre
les établissements de santé.

Conclusion : Le renforcement de l'interopérabilité, I'élargissement des partenariats public-privé et '‘établissement de
cadres de surveillance clairs aideront Oman a mettre en place un systéme de santé numérique pérenne et centré sur
le patient.
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